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June 26, 2018

Honorable Tom Barrett, Mayor

The Members of the Common Council
City of Milwaukee

Milwaukee, WI 53202

Dear Mayor Barrett and Council Members:

As a component of Internal Audit’s comprehensive audit work plan, the consulting firm
Securance, LLC was engaged to conduct a citywide Information Technology (IT) risk assessment
and formal report to City management. The risk assessment focused on identifying, evaluating
and ranking the auditable technology units and processes in terms of high to low risk. Internal
Audit recently received the enclosed final report detailing the results of the IT risk assessment
performed by Securance, LL.C, '

The scope of the IT risk assessment included the City’s critical technology departments
and their systems including all significant applications, databases, network appliances, IT
processes and platform/servers. The consullant interviewed a variety of the City’s business users
and IT personnel with the purpose of identifying, studying, evaluating, and reporting on IT risks
at a detailed and summary level.

The objectives of the IT risk assessment were to;

1. Identify cach member of the auditable IT risk universe.
Identify the functionalily, inputs, processing, outputs and data security for each
member of the risk universe,
3, Analyze and evaluate each member of the risk universe using a standardized risk
assessment methodology to assign a combined numerical risk rating,
4. Rank each member of the risk universe numerically from high to low risk, including
the category of asset, audit technology, department, asset description and final risk
score.
Provide detail and summary reporting of risk assessment results.
Generate recommendations to management for an IT audit plan based on risk.
Generate recommendations to management to reduce IT risk, improve the City’s
security posture and promote best practice.
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Honorable Tom Barrett, Mayor
The Wembers of the Common Council
Citywide Information Technology Risk Assessment

Sccurance, LLC has extensive experience and subject-matter expertise in all aspects of I'T
risk assessment and constructive management reporting, At a summary level, the report contains
the names of the risk assessment participants interviewed, a multi-year suggested audit plan and
IT risks by score, category and department. Page eight of the report presents a suggested five-year
IT audit plan, and starting on page ten, the report presents the citywide, overall risk scores from
high to low risk. 291 auditable technologies were evaluated with the vast majority scoring in the
medium risk category.

While the consultant’s report presents a five year suggested IT audit plan, Internal Audit
continuously monitors the prioritics of the City’s IT risk environment and considers input from
City management that may require audit plan adjustments. As a result, the audit plan provides the
required flexibility to meet the continually changing needs of the City’s IT environment. Internal
Audit will make the final decision on the IT audit plan and adjust the plan, as necessary, going
forward.

Appreciation is expressed for the cooperation extended to the auditors and the consultants
by management and the staff of the City’s data centers, departments and divisions.

Sincerely,
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Adam Figon, MBA, CRMA
Audit Manager
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Office of the Comptroller

June 26, 2018

Honorable Tom Barrett, Mayor

The Members of the Common Council
City of Milwaukee

Milwaukee, WI 53202

Dear Mayor and Council Members:

With this letter, the Office of the City Comptroller acknowledges receipt of the preceding
report, which communicates the results of the vendor-assisted, citywide, IT Risk Assessment. |
have read the report and support its conclusions.

As the City Comptroller, I was not involved in any portion of the work conducted in
connection with this project, At all times, the Iniernal Audit Division and the Securance LLC
consultants worked autonomously in order to maintain the integrity, objectivity, and independence
of the project, both in fact and in appearance.

Sincerely,
Pt Pt

Martin Matson,
Comptroller

City Hall, Room 404, 200 E. Wells Streat, Milwaukee, W 53202 - Phone (414) 286-3321 » Fax (414) 286-3281
www.milwaukee.dovicomptroller




