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1 Executive Summary 

1.1 Objective 

During June and July 2014, Experis was engaged by City of Milwaukee (The City) to perform an internal network 

vulnerability assessment. This review was conducted to verify that adequate controls are in place and access to 

City of Milwaukee’s internal network environment does not compromise system confidentiality, integrity or 

availability. The goal of this engagement was to identify potential security risks, provide a foundation for improved 

risk-based decision-making, and prioritize investments. 

 

1.2 Scope  

 
The City of Milwaukee requested Experis perform a limited scope internal network vulnerability assessment.  The 

agreed-upon objectives included the following: 

• Perform an automated vulnerability scan of agreed-upon internal servers, workstations, and network 

devices (e.g., routers, switches) 

• Perform an automated vulnerability scan of selected internally accessible applications. 

• Provide security expertise to assist City of Milwaukee. 

1.3 Vulnerability Assessment Approach 

The general activities performed by Experis during the internal network vulnerability assessment portion of the 

engagement consisted of the following three major phases: 

• Phase I – Perform a discovery and footprint analysis of the network. Specifically, determine and confirm 

where the internal network connectivity begins and ends (i.e., the in-scope network segments), and gain a 

basic understanding of the types of systems and services accessible from the internal network segments. 

• Phase II – Perform automated vulnerability scans of all internal devices that were discovered in Phase I 

and considered in-scope by City of Milwaukee Internal Audit Department. The results provide an 

increased understanding of the accessible operating systems, ports, and services, where vulnerabilities 

may exist. 

• Phase III – Produce a consistent and complete report covering the technical vulnerabilities, risks 

associated with the vulnerabilities, priorities for remediation, and potential root-cause discussions, to 

facilitate timely enhancements to the overall network security strategy. 

 

The application vulnerability test consisted of the following activities: 

• All in-scope application elements were scanned for a variety of potential vulnerabilities such as  

vulnerable ports and services, out-of-date software versions, and mis-configurations.  Scans were 

conducted using log on credentials provided by the City. 

• Based on the results of the initial scans, Experis identified potential attack vectors with higher probability 

of success (based on prior experiences and research). 

• The applications were mapped and common security issues such as Cross-Site Scripting (XSS), SQL 

Injection (SQLi), and Command Injection (CMDi) were identified.  



City of Milwaukee  

Internal Network Vulnerability Assessment 
 

 

 

Proprietary & Confidential 

© 2014 Experis 

All rights reserved. 

 Page 4 of 4 

 8/26/2014 

 

1.4 Report Content 

This report only provides summary information on datacenter activities in order to protect the confidential and 

sensitive nature of City datacenter operations.  Detailed findings and recommendations were sent to all datacenter 

managers and a written management response was received indicating their action plan to further enhance 

security.  The vulnerabilities are currently undergoing review and assessment by datacenter management; and the 

noted items are being addressed with the appropriate solution to minimize risk.   

 

Specific department follow-up to these recommendations will be managed, tracked and reported by Internal 

Audit. 

 

1.5 Engagement Team 

The assessment team consisted of the following Experis personnel: 

• John Hainaut – Director, Information Security Center of Expertise (ISCOE) 

• Peter Paul – Security Professional, ISCOE 
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1 Executive Summary 

1.1 Objective 

From May 2014 to July 2014 City of Milwaukee (The City) engaged Experis to perform external network 

vulnerability assessment and test. This review was conducted to verify that adequate controls are in place for the 

City external network environment so that system confidentiality, integrity or availability is protected. The goal of 

this engagement was to identify potential security risks, provide a foundation for improved risk-based decision-

making, and prioritized investments.  

1.2 Scope  

Experis was engaged by the City to test the security of its external and internal networks by simulating a hostile 

attack. The activities performed within this type of activity are commonly performed in one of three ways – White-

Box (detailed technical knowledge of network), Gray-Box (limited knowledge), or Black Box (no knowledge).   

Experis applied the Gray-Box technique utilizing only limited knowledge about the environment provided to 

Experis by The City. This approach simulates an attacker with some knowledge of the systems. It also allowed 

Experis to target the selected in-scope systems and produce more focused results in less time.  

1.2.1 Network Penetration Testing Approach 

The general activities performed by Experis during the External Network and Internal Network components of the 

engagement consisted of the following four major phases: 

• Phase I – Perform a discovery and footprint analysis of the network. Specifically, determine and confirm 

where the external and internal network connectivity begins and ends (i.e., the in-scope network 

segments), and gain a basic understanding of the types of systems and services accessible from the 

Internet and from internal network segments. 

• Phase II – Perform automated vulnerability scans of all externally facing devices and internal devices that 

were discovered in Phase I and considered in-scope by The City management. The results provide an 

increased understanding of the accessible operating systems, ports, and services, where vulnerabilities 

may exist. 

• Phase III – Attempt to exploit the high and medium risk vulnerabilities discovered in Phase II.  Determine 

if other vulnerabilities exist based on manual activities performed in this Phase.  Determine the success or 

failure levels of the activities to exploit the vulnerabilities and produce adequate evidence to substantiate 

findings. 

• Phase IV – Produce a consistent and complete report covering the technical vulnerabilities, risks 

associated with the vulnerabilities, priorities for remediation, and potential root-cause discussions, to 

facilitate timely enhancements to the overall network security strategy. 

 

The web application security test consisted of the following activities: 

• All in-scope application elements were scanned for a variety of potential vulnerabilities such as  

vulnerable ports and services, out-of-date software versions, and mis-configurations. Scans were 

conducted using log on credentials provided by the City. 

• Based on the results of the initial scans, Experis identified potential attack vectors with higher probability 

of success (based on prior experiences and research). 

• The applications were mapped and common security issues such as Cross-Site Scripting (XSS), SQL 

Injection (SQLi), and Command Injection (CMDi) were identified. Tests were then  performed by 
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identifying available input fields, including form inputs, cookie values, URL parameters and HTTP headers.  

The web sites were ‘fed’ a variety of data in an attempt to expose opportunities that could may lead to 

further compromise. 

• Manual testing of the external web application was also performed.  These activities included validation 

of findings from the automated scans and further reviews of possible exploitation points. The nature of 

web application vulnerabilities is such that successful exploitation often requires that attacks be unique to 

each application. Manual testing involves crafting requests to the application, analyzing the returned 

values, and attempting to avoid or subvert security measures. 

1.3 Report Content 

This report only provides summary information on datacenter activities in order to protect the confidential and 

sensitive nature of City datacenter operations.  Detailed findings and recommendations were sent to all datacenter 

managers and a written management response was received indicating their action plan to further enhance 

security.  The vulnerabilities are currently undergoing review and assessment by datacenter management; and the 

noted items are being addressed with the appropriate solution to minimize risk.   

 

Specific department follow-up to these recommendations will be managed, tracked and reported by Internal 

Audit. 

 

1.4 Engagement Team 

The assessment team consisted of the following Experis personnel: 

• John Hainaut – Director, Information Security Center of Expertise (ISCOE) 

• Peter Paul – Security Professional, ISCOE 




