Comptrolier
Michael J. Daun
Deputy Comptrolier

Special Deputy Comptrolter

Craig D. Kammholz
Office of the Comptroller Special Deputy Comptroller

November 9, 2010

To the Honorable Common Council
City of Milwaukee

Dear Council Members:

As a component of the Comptroller's comprehensive information systems
audit work plan, KMPG was engaged to complete the external network security and
wireless vulnerability test of the City's computer network. The Comptroller's Office
recently received the enclosed final report detailing the results of the external network
security assessment and wireless review performed by KPMG in 2009. The report
contains 22 specific vulnerabilities with KPMG's recommendations and City
management responses to each of them. The 22 vulnerabilities were identified across six

divisions.

Vulnerabilities are commonly identified through penetration testing and
allow the system owners to better configure technical security controls in order to
strengthen the organization's protection against external exploits. This KPMG audit
provided the City with a targeted and focused analysis of its externally facing network
environment. Using a series of industry standard “hacking” tools and manual hacking
techniques, KPMG attempted to access from the Internet any firewalls, border gateways,
VPN concentrators, servers, routers, and any other network perimeter devices protecting
the City’s internal network.

KPMG rated the identified vulnerabilities on a three tier scale based on the
significance of risk to the business unit. A level one rating represents vulnerabilities that
are causing a disruption to operations. A level two rating represents a vulnerability that
could have an adverse affect on operations. A level three rating represents a process
improvement opportunity or minor control weakness. Of the 22 vulnerabilities identified
during the audit, 3 were rated tier one, 10 were rated tier two and 9 were rated tier three.

The Comptroller's Senior IS Auditor, Isaak Lerner followed up on all 6
vulnerabilities that were still unresolved per management's responses to a draft of the
report. Through inquiry with City management, it was determined that only 2 of the
original 22 items remain unresolved. All of the highest risk vulnerabilities (Level one, as
identified by KPMG) have been resolved. The first unresolved item was rated as a level
two and will be addressed through a planned hardware upgrade in December 2010 and
the second unresolved item rated as a level three will be addressed through the
replacement of an outdated server in January 2011.

Room 404, City Hall, 200 East Wells Street, Milwaukee, Wisconsin 53202 — 3566 Phone: (414) 286-3321, Fax: (414) 286-3281

W. Martin Morics, CP A.

John M. Egan, C.P.A.
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External Network Security Review; November 9, 2010

Several meetings were held with representatives of the Department of
Public Works and the Information Technology Management Division throughout the last
year to resolve the identified vulnerabilities through management actions. The City's
action in resolving these vulnerabilities has made external network security stronger. The
Department of Public Works and the Information Technology Management Division
should be commended for their diligence in resolving identified security weaknesses and
the Comptroller thanks all parties involved in this audit for their enthusiastic cooperation
in strengthening our network security.

W. MARTIN MORICS
Comptroller

CC: Jeffrey Mantes, DPW Commissioner
Nancy Olson, CIO




KPMG LLP
3403 East Wacker Drive
Chicage, i §0801-5212

November 8, 2010

Mr, James Michalski
City Hall,

200 East Wells Street,
Milwaukee, WI 53202

Dear Jim:

We have completed the IT External Penetration Test and Wireless Review engagement for the
City of Milwaukee, as outlined in our engagement letter dated July 1, 2009. This letter signifies
the completion of the services agreed to be provided by KPMG LLP (“KPMG”) as described in
the engagement letter.

The data included in this report was obtained from you, on or before August 28th, 2009. We
have no obligation to update our report or to revise the information contained therein to reflect
events and transactions occurring subsequent to August 28", 2009. This report is solely for your
information and is not to be referred to in communications with or distributed for any other
purpose to anyone who is not a member of management.

Please contact Phil Lageschulte at (312) 665-5380 if you have any questions or comments. We
look forward to continuing to provide service to your company in the future,

KPMe LIP

HKPRG LLP, a U.E. iimited liatdity partnership, s the UE.
memiber fima of KPMGE Internations!, 3 Swiss cooperstive
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