


 

All datacenters were evaluated on the criteria of Data Center Physical and Environmental 

Control Standards published by the Information Systems Auditing and Control Association.  The 

physical and environmental control areas were evaluated through physical tours and the 

examination of datacenter access listings and maintenance documentation. Controls evaluated 

during the datacenter audit were: 

 

 Flood Prevention 

 Fire Prevention 

 Environmental Controls 

 Access Controls 

 Continuity Controls 

 

The flood prevention controls evaluated included the presence of raised floors, 

drains, and leak detection systems.  The fire prevention controls evaluated included the presence 

of smoke detectors, fire extinguishers, and fire suppression systems.  The environmental controls 

evaluated included the presence of dedicated air conditioning, temperature/humidity controls, 

environmental alerts, secondary battery backup devices, proper cable management, and restricted 

physical access to the room.  The other controls evaluated included the regular backup of data, 

datacenter capacity, and transportation of backup data to an alternate site. 

 

The Audit Division’s overall conclusion is that the City's various datacenters are 

in good operational standing and the physical, environmental and operating controls related to 

the datacenters are operating effectively with some exceptions. 

 

The exceptions that were identified and the corresponding recommendations for 

improvement have been communicated to the appropriate City personnel.  These exceptions are: 

 

1. Three datacenters currently allow excessive privileged physical access.  

 

Recommendation:  Management should periodically review key card access listings and 

remove users or vendors who have no current business need to have access to the datacenter. 

 

2. Two datacenters do not currently have fire extinguishers located within the room. 

 

Recommendation:  At least one ABC rated fire extinguisher should be clearly accessible 

inside the datacenter.  The fire extinguishers should be serviced once a year. 

 






